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Cloud Based Repositories

With a simple connection to the internet or web - the 'Cloud'’ - you can access and work on projects stored in repositories
at remote locations anywhere in the world, or access local repositories from such locations, using the Enterprise
Architect installation on your machine. The advantages of working in this way include:

e You, as a user, do not need to have database drivers installed on your machine or to create a database connection, as
you do to work directly on projects held on a DBMS server; your system administrator performs the driver set-up
and connection once only, during server configuration

e The http and, especially, https connections apply a firewall and all the security facilities provided by the web server -
whether Apache or IIS - to your project work, such as URL authorization, domain authentication and IP security

e The Cloud Server can be configured to encrypt all communications using standard TLS/SSL protocols; you can be
certain that your data is not intercepted during transmission across insecure networks

Using the Cloud can help to reduce lag time for common tasks such as opening Packages and editing model data.
Requests are cached and sent together, rather than individually, which minimizes communication delays.

Using the Cloud server is most beneficial when:
¢  You and other users want to minimize the set-up requirements each user has on their workstation
e  You want to expose models held outside your private network

¢  You and other users are accessing your models over slow connections

Notes

e  This facility is integrated with the Professional, Corporate, Unified and Ultimate editions of Enterprise Architect

e An enhanced version of Cloud Services, called Pro Cloud Server, is available for purchase under a separate license;
this version supports the WebEA facility, in which users can review models through a web browser on various
portable devices, without the need for an Enterprise Architect workstation client

(c) Sparx Systems 2018 Page 4 of 220 Created with Enterprise Architect



Cloud Based Repositories - Cloud Based Repositories 16 January, 2019

Introducing Cloud Services

The Sparx Systems Cloud Services solution provides seamless access to Enterprise Architect models in repositories held
anywhere in the world, providing high performance for remote access, secure encrypted links and optimization for high
latency WAN connections.

Cloud-based repositories provide easy access to models, not only for people within your local team but also for remote
team members, external customers and consultants with Internet access, anywhere around the world. Collaborative and
distributive modeling and design are dramatically enhanced by using a Cloud-based repository, which can provide the
shared backbone for a wealth of development scenarios.

This section will:
Familiarize you with the concepts of the Cloud Services
Discuss considerations of when and where you should use a Cloud server
Walk you through the process of setting up a server

1

2

3

4. Walk you through the process of connecting for the first time

5. Highlight some of the additional functionality available through the Cloud server
6

Outline working with Active Directory using IIS

Overview

Enterprise Architect models are stored in databases, such as MySQL, SQL Server and Oracle. Traditional installations of
Enterprise Architect require each user to install the appropriate drivers for each DBMS, and in some cases define an
ODBC DSN with the database connection details.

When connecting to a Cloud Server, the procedure for a user to connect to a model is dramatically simplified. For users
connecting to models stored in a Cloud Server, the process is as simple as entering a single URL to the provided Cloud
repository. No special drivers or further configuration is required.

Connecting to a Cloud Server provides a number of key benefits:

1.  Improved performance for models used for distributed development. The Cloud Server provides benefits to
connections that involve high latency and reduced data transfer speeds.

2. The process of setting up drivers and connections is performed once by an administrator during the server
configuration. The only set-up required on a user machine is to install Enterprise Architect and to connect to a model
on the Cloud server.

3. Database servers no longer have to be exposed through a firewall; the Cloud server can be run from inside the
corporate firewall. All model connections are created using HTTP, allowing firewalls to completely isolate your
database server.

4. A Cloud server can be configured to encrypt all communication. Using standard TLS/SSL protocols, you can be
confident that your data is not intercepted during transmission on insecure networks.

5. A Cloud server can be configured to provide HTTP-level authorization to any model taken directly from the model
user list. Even when the model is exposed on a public network, you can be assured that only authorized users are
able to access your model.

6. A Cloud server can be configured to provide read-only access to any model; for example, for clients required to
review a model.

Security Considerations

The Sparx Systems Cloud Service runs as a Windows Service, accepting network connections from Enterprise Architect
clients and sending the data required by the system back over the network. As with any web connected service, there are
security concerns that must be addressed when setting up a new service. To help you minimize risks, consider these
points:
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e Ifany data is considered private, always use an HTTPS connection and require user authentication; there is an
option on each of the service's database configurations to prompt for this

e  There is an implicit trust in sharing a model with anyone; security is available in models, which prevents a wide
range of possible interactions, but with Enterprise Architect's flexibility determined users can circumvent this

In particular, Model Search SQL queries can be run in a number of places that allow data to be read that would not
otherwise be accessible, including user IDs and hashes of their passwords; to block this type of access for a list of
users, you could use Global Authentication instead of Model Authentication, as discussed in the Cloud Server

Configuration Help topic

Cloud Services Products

Sparx Systems offer three configurations of their Cloud Services product.

Product

Cloud Services

Pro Cloud Express

Pro Cloud Server

Webinar

Description

The core Cloud Services product.

Allows you to host an unlimited number of Cloud Models, which can be accessed
using a Corporate, Unified or Ultimate edition of Enterprise Architect.

A light weight version of the Pro Cloud Server, specifically aimed at allowing
WebEA access. Offered for free to users with five or more Enterprise Architect
licenses (Corporate edition or higher) that are currently in maintenance.

Pro Cloud Express license expiry matches the maintenance expiry of the Enterprise
Architect licenses.

Features:
e The core Cloud Services functionality
e Models can be configured to support WebEA access

There is no limit to the number of models that can have WebEA access enabled;
however, the number of concurrent WebEA users is limited based on the number of
Pro Cloud Express licenses.

A separately purchased and licensed product.

Features:

e The core Cloud Services functionality

e The Sparx Systems Keystore and floating license server

e Models can be configured to support Pro Features (WebEA access, Row-level
security, and OSLC restful api access)

The number and type of models that can be configured to support Pro Features is
limited based on the edition of Pro Cloud Server; however, there is no limit on the
number of concurrent users who can access models (either via Enterprise Architect
or WebEA).

Before you go on to set up the Cloud Server, Sparx Systems recommend that you watch the 'Introduction to Sparx
Systems Cloud Services' webinar, which you can access by clicking on this link:

https://sparxsystems.com/resources/webinar/model-repository/cloud/introduction/introduction-cloud-services.html
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You can also watch this second webinar, which demonstrates setting up a MySQL repository on the Amazon Web
Services (AWS) Cloud using Amazon Relational Database Services (RDS), and creating and configuring an Enterprise
Architect project in the repository via the Cloud connection.

https://sparxsystems.com/resources/webinar/partners/cloud-server/amazon/deploy-enterprise-architect-model-on-amazon
-cloud-aws.html
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Cloud Server Setup Overview

This is an overview of the typical process for setting up the Cloud Server.

Typical steps for setting up a Cloud Server

Step Description

1 Install the Cloud Server.

2 Define the Cloud Service SERVER PORT and SERVER PASSWORD in the 'SSCloudServices.config'
file.

3 Restart the Cloud Service.

4 Open the Configuration Client.

5 If you are using the Pro Cloud, add your license key.

6 Define Ports to be used for accessing Cloud Models.

7 Define connections to your repositories.

8 Restart the Cloud Service.

9 Configure your Firewall.

10 Test access to models via Cloud Connection from Enterprise Architect.

11 Optionally, if you are using the Pro Cloud Server or Pro Cloud Server Express you could then configure
Pro features such as WebEA or Integration Plugins.
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Cloud Server Installation

The basic installation process is quite straightforward and you, as the System or Network Administrator, can install
and/or configure some of the components at a later time, allowing you to set up your working service in stages.

As outlined in the Introducing Cloud Services topic, there are 3 different Cloud Services products available. Each of
these products has its own installer. Ensure you use the appropriate installer based on your requirements and licence/s:

Installers
Product Access

Sparx Systems Cloud This installer can be downloaded from the 'Registered User' section of the Sparx
Services Systems website:
(SparxCloud.msi) https://sparxsystems.com.au/registered/index.html#cloud-services
Sparx Systems Pro Cloud If you have requested and received a Pro Cloud Server Express license then you
Server Express will have received an email with a link to the installer.
(SparxProCloudExpress.ms
)
Sparx Systems Pro Cloud If you have purchased the Pro Cloud Server you will have received an email with a
Server link to the installer.
(SparxProCloud.msi)

Installation Steps

If you already have the Sparx System WAN optimizer installed on your server we recommend you remove it before
starting the Cloud Server Installation.

The installer requires you to have Administration rights; right-click on the installer (msi file), select 'Run as
Administrator', then follow these steps:

1. Click on the Next button.

2. Select the option to accept the End User Licence Agreement.

3. Click on the Next button on that page, and on the next two pages of the dialog, to display the 'Select Features' page.
4. For a simple default installation on the one machine, go straight to step 6.
5

If you want to install only specific components, for example, to have different components on separate machines,
refer to the Cloud Server Components table and the Installation Options table, then return here to step 6.

6. Click on the Next button. The system installs the Cloud Services components and displays a message to indicate
success.

7. Click on the Finish button. Now refer to the Cloud Server Configuration Help topic.
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Cloud Server Components

The 'Custom Setup' page lists the various components that are available in the installer. There is some variation to the
component presented depending on which product/edition of the Pro Cloud Server is being installed.

For example the Pro Cloud Server Express will present:
All Features
+ Pro Cloud Services
+ Management Client
+ WebEA
- IIS Integration
While the "Pro Cloud Server" will present:
All Features
+ Pro Cloud Services
+ Management Client
+ WebEA
+ Integration Plugins
+ Visibility Levels
- IIS Integration

Each component can be controlled separately by clicking the small image in front of the component name and selecting
the option you require.

Component Description

Cloud Services This component is the Windows service that will accept connections from
Enterprise Architect and the configuration client. For Pro Cloud Server, this
includes the Sparx Systems Floating License Server. The default option is to install
this component.

Generally, the only time you would choose not to install this component is when
you have already installed it on one machine and are now installing other
components on a different machine.

Management Client When the Management Client component is selected the Cloud Configuration
Client application will be installed, which supports the execution of management
tasks, including:

- setting which databases a Cloud Service can connect to

- configuring those database connections

- configuring what HTTP/HTTPS ports the Cloud Service will listen on
- configuring various server options

The default option is to install the component; Sparx Systems recommends that the
Configuration Client should be installed whenever the Cloud Service is installed.

WebEA (For a Pro Cloud or Pro Cloud Express Installation); this component installs the
WebEA application files (PHP, CSS and JavaScript) that enable a web user to view
an Enterprise Architect model on a mobile, android or remote desktop machine
without having to install Enterprise Architect on that device.

The default option is to install this component; you can unselect this component if
you do not plan to use WebEA.
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Integration Plugins (For a Pro Cloud installation) Integration Plugins or Server Based Plugin Interface
(SBPI); this component installs the SBPI Server and the SBPI Plugins that allow
the Pro Cloud Server to read data from external products such as Dropbox, Jira and
Team Foundation Server.

The default option is to install this component; you can unselect the component if
you do not plan to link your Enterprise Architect models to external products.

Visibility Levels (For a Pro Cloud installation) Visibility Levels; this component installs a set of
SQL scripts to be applied to your MS SQL Server 2016 + or Oracle based
Enterprise Architect repositories.

The default option is install this component; you can unselect this component if you
do not plan to use the Visibility Level functionality.

IIS Integration An optional component providing integration with IIS.

The default option is to not install this component; however, if your server requires
advanced authentication methods available through IIS then this component should
be installed.

Installing New Versions

If you are installing a newer version of the same Cloud Server product then the new installer will automatically uninstall
the old version; if, however, you are installing a different product (for example, you previously had Pro Cloud Express
and you are about to install Pro Cloud) then you need to manually uninstall the original product.

If you choose to perform a re-install, typically it is better to manually stop the Sparx System Cloud Server service
because the installer might have problems performing this task and will require the machine to be rebooted after the
installation is finished.

Note: The installer has been designed to not override any configuration settings of a previous installation.
Steps
1. Run the installer using the earlier installation steps.

2. The installer will have copied the newest version of WebEA to the location specified during installation; if this
location is not being used by your web server, you need to manually copy (and override) all WebEA files (except the
includes/webea config.ini file) from the installation folder to the web server folder. See WebEA Note.

WebEA Note: In regard to WebEA, consider the situation that WebEA was installed to the default location and your
website is being served by Apache in C:\Xampp\htdocs\webea, this command would perform the required copy:

robocopy "C:\Program Files (x86)\Sparx Systems\Cloud Services\WebEA" "C:\xampp\htdocs\webea" /MIR /e
/DCOPY:T /njh /ndl /nfl /xf webea config*.ini

Firewall Note: The installer creates a Firewall rule for the Cloud Service. This rule is removed and re-created during an
upgrade. If you had previously modified this rule then you will need to apply these changes again after the Cloud Service
installation.
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Cloud Server Configuration

This topic discusses the configuration of the Cloud Server, whether as the original Sparx Systems Cloud Services or as a
component of the Pro Cloud Server. If you are installing the Pro Cloud Server, there are several other configuration files
associated with the Floating License Server, WebEA and Visibility Levels components of the server. The procedures for
editing those files are described in the separate topics for those features.

The SERVER _PORT and SERVER _PASSWORD need to be set by directly editing the configuration file
SSCloudServices.config, which is found in your Service directory. To edit the configuration file, open it in a text editor
(using the 'Run as administrator' option).

A number of additional general options can be defined in the config file as described here; however, these can typically
be left with their default values.

After defining the Server Port/Password, you can open the Cloud Services Configuration Client and configure Ports and
Model/Database connections.

Note: It is important to realize that the Cloud Service only reads the configuration file once, when it starts up. If you
manually change the options in the configuration file then the Cloud Service must be restarted.

Configuration Client Connection Settings

Normally the first settings you will see in the configuration file are to control how the Configuration Client will connect
to the server. The default values are:

SERVER PORT=803
SERVER PASSWORD=
Use of the Configuration Client is discussed in the Cloud Services Configuration Client topic.

Setting Description
SERVER PASSWORD SERVER_PASSWORD is the password to protect the administration functions of
the server.

Note: This can be changed within the Configuration Client, which means a full
server restart will not be necessary.

SERVER PORT SERVER_PORT is used when you connect to the Configuration Client or opt to
use the IIS integration instead of the integrated web-server. For more detail see the
Cloud Server Using I1S Help topic.

Note: When changing this, check firewall settings and other services using the port.
Additionally, when the service is running on Wine you should not use privileged
ports - those below 1024. Under Wine, most applications are only able to listen on
ports above 1024.

General Settings

The next list of settings includes the default global settings across the entire service:
DBMAN DEFAULTMAXSIMQUERIES=10
AUDIT TIME PERIOD=3600
TEMP_DIRECTORY=%SERVICE PATH%\Temp
LOGGING _LEVEL=SYSTEM
LOGGING_DIRECTORY=%SERVICE PATH%\Logs
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LOGGING_FILECOUNT=3
LOGGING_FILESIZE=1048576

Setting Description

DBMAN DEFAULTMAX The default for the maximum number of simultaneous queries that can be run at a

SIMQUERIES time for any configured database. This can be changed directly within the
Management Client (see Default Max Simultaneous Queries under Global Server
Options in the Cloud Services Configuration Client topic). There is no explicit limit
for this default value.

Note: As this can be set directly within the Configuration Client, a full server restart
will not be required if you change it.

AUDIT TIME PERIOD The number of seconds between the recording activities by system logs on each
database.
TEMP_DIRECTORY The location to write temporary files before they are sent to clients. You should not

generally have to change this.

LOGGING_LEVEL Determines how verbose the server should be when writing log files. The valid
values are: OFF, FATAL, WARNING, INFO and SYSTEM. The value can be
changed directly within the Management Client. (See Log Level under Global
Server Options in the Cloud Services Configuration Client topic).

Note: As this can be set directly within the Configuration Client, a full server restart
will not be required if you change it.

LOGGING DIRECTORY Defines where the log files are to be stored. The default is set to:
=%SERVICE PATH%\Logs

Note: The =%SERVICE PATH% refers to the directory where the Cloud service is
installed.

LOGGING_FILECOUNT Determines the maximum number of rolling log files that should be kept. When the
file count is exceeded, the oldest file is automatically deleted.

LOGGING_FILESIZE Determines the maximum file size of each log file. When the logging file size is
reached a new log file is created.

For more details on using the logs see the Cloud Server Troubleshooting topic.

Restarting the Sparx Cloud Service

If you make any changes to the configuration file you must restart the service for the changes to take effect (unless
otherwise stated). A service restart is carried out in the Windows Services application.

Depending on the operating system, there are two methods for restarting the Cloud Service:
1) Using Windows Services. This is available in all versions of Windows (see 'Control Panel | Administrative Tools |
Services').

e

Description Status

Sparx Systems Cloud Services Mame
., Software Protection Enables the ...

Stop the service #3 5pan Systems Cloud Services Sparx Syste..  Running

Restart the service -, Special Administration Con...  Allows adm...
Figure 8: Start and Stop options for Cloud Services in the Windows Services view
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2) Using the Server Manager on Windows Server 2012.

SERVICES

TASKS
Spars Syeta s Ceud = Alw T X

-
sarvar Bame Tepd o Plam e famr o Caart

SPARKCLCUD-LON  Distnbuted Transsctaon Coordinat.. Aunning  Automatic (Delayed Start)

Spars Systern Cloud Senices Running  Sniomabc

SRARKCLOUD-L Stopped  Manual
Shop Sernices

Fastart Servicen

Notes

If you need to assign passwords to user IDs for a model or models that will be accessed via the Cloud, then:

1. Open the reference model using a direct connection or via a Cloud connection on a port that does not have either
MODEL AUTHENTICATION or GLOBAL AUTHENTICATION set.

2. Enable security and assign a new administrator password.

3. Open the Cloud Server Management Client for the new database and set the checkbox 'Require a secure and
authenticated connection'. (Now that you have a valid account, this model will no longer be accessible without https
and http level authentication.)

4.  Connect to the model on a port that does have an AUTHENTICATION setting and use the Maintain Users
procedure to assign passwords to the user IDs in the model.
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Cloud Services Configuration Client

At any point after installation you can configure the Cloud Server using the Configuration Client application; the
installer will create a Cloud Services Configuration Client shortcut on the desktop (this name might vary slightly
depending on which of the Cloud Service Products you installed).

By default the Configuration Client executable is accessible from the 'C:\Program Files (x86)\Sparx Systems\Cloud
Services\Client' folder.

The Configuration Client can be used from any machine on your local network; however, communications between it
and the Cloud Service are not secure, so it should not be used from outside a secure network.

The Configuration Client is used to configure various settings related to the Cloud Service and the repositories it
connects to. When the application first starts, a prompt displays to log into a Cloud Service (see the Cloud Services
Logon Screen topic for details). Once you have logged in, the main screen displays.

The Main Screen

This screen shows a list of all defined database managers and the details of the connected Cloud Service. It is also the
entry point for all management functions; that is, new database connections can be created, existing ones edited and old
ones removed.

“s Sparx Systems Pro Cloud Server Configuration Client (2.1.18) = =

Database Managers |Ports | Integration

Server Properties:

Database Manager Alias Connections  Enabled RjO S5L Fro
Server name: localhost
firebird:anonymous@fb-pr...  fb-prodoud (0/10) True True X
Configuration port: 803
msdasgl. 1:anonymous@m... mysgl_eal220 (0/10) True True )
sqgloledb. 1:eauser @sgl-ser... sgl12_eal220 (0/10) True True Protocol version: 8
Edition: Enterprise
Expiry: 2019-056-01
Extended Properties...
Licensing...
Refresh Add... Edit... Remove

Sparx Systems Cloud Services support connections to these DBMS products:

e  Firebird

e  Microsoft SQL Server
e MySQL

e Oracle

e PostgreSQL

Item Description

Database Managers This panel lists the defined repositories that the Cloud Service managers. Each
database manager definition contains the details of one database connection and a
number of other properties that control how the database connection will be
managed. The most important of these properties are displayed as columns in this
list:
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Columns

Database Manager - the database connection string of the repository

Alias - a unique name that identifies the repository. On Enterprise Architect's
'Cloud Connection' screen this is the value entered into the '"Model Name' field. An
alias can be assigned when a database manager is defined, if this field is left blank
the Cloud Service will determine its value.

Connections - the number of active user connections and the maximum number of
connections possible. Note: typically the number of active user connections is zero,
since they are only considered 'active' while a request is being processed, as soon as
the data is returned to the client the connection is set to inactive. The number of
connections is only refreshed when either the Refresh button is pressed or a change
is made to a database manager's definition.

Enabled - a flag to indicate if the database manager accepts requests from clients

R/O - a flag to indicate if the database manager has been configured as Read-Only

SSL - a flag to indicate if the database manager has been configured to only allow
secure connections

Pro - a flag to indicates if 'Pro features' has been enabled for the repository, this is
controlled by the 'Enable Pro Features (OSLC, WebEA and Integration)' option on
the Configure Database Manager screen.

Ports This panel allows you to view and configure Ports which the Cloud Service will use
for accessing Models.

Integration Only available when using the Pro Cloud Server. This panel allows you to
configure Cloud Models to use Integration Plugins.

Server Properties The properties on the right hand side specify the details of the connected Cloud
Service.

Main Properties
e  Server name - the server name hosting the currently connected Cloud Service

e  Configuration port - the port the Cloud Client is using for communication with
the Cloud Service

e Protocol version - an internal version number that identifies the message
version level the current Cloud service supports

e Edition - the edition of the Cloud Service
e  Expiry - the expiry date for the current license

The Edition and Expiry apply to Pro Cloud licenses. If no license has been added,
or the license is invalid, or it has expired, then the Edition will display 'Free' and the
Expiry Never'

Extended Properties Click on this button to display the screen that shows all extended properties for the
connected Cloud Server. A number of these extended properties can also be
modified.

Licensing Only available when using a Pro Cloud Client. This button allows you to enter the
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license for the Pro Cloud Server.

Edit Click on this button to display the dialog on which you change the settings for the
currently selected database.

Remove Click on this button to permanently delete the selected database from the Cloud
Server.

Refresh Click on this button to reload the contents of the 'Database Managers' list.

Add Clic